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Foxclone User Guide

To navigate round the guide:

° Any item in the contents can be clicked to go to that item.
° At the top of every page is a link that will go to the contents list.

. Any items highlighted will go to the item, e.g. this will go to the
contents list.
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What is it?

Foxclone is a Linux based image backup, restore and clone tool using a simple
point and click interface. It takes images of the partitions on your hard drive
(HDD) or solid-state drive (SSD) and stores them for later restoration. Image
files can optionally be compressed to save space. Foxclone is a front end for
the Linux terminal utility partclone.

Backup and restore:

e GPT and MBR/legacy/MSDOS
partition tables.

e FAT32, NTFS and ext4
partitions.

e Unknown partition types*.

e Encrypted partitions*.

e Direct drive to drive.
e To drive from a full backup.

e From a larger drive to a
smaller drive**,

* %k

22 August 2021

Limitations:
e 64 bit systems only.
J e Local drives only
o e RAID - unlikely.
e LVM - no.

e English only.

e.g. the MS reserved partition in a windows 10 installation or a LUKS encrypted partition.
foxclone does a byte-by-byte copy of the whole partition as it is unable to determine the
used blocks. So, dependent on the size of the partition, it can take a long time

as long as the total size of partitions on the source drive is less than the size of the new drive
and all the unallocated space is at the end of the drive.
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How should it be used?

2. It cannot be stressed strongly enough — a partition backup utility such as
foxclone or clonezilla or any other image backup tool should not be used as
your only backup tool.

3. A partition backup utility is there for disaster recovery:

. A failed or failing drive.

° An operating system borked (usually by the user) to the extent that it
will no longer boot.

4, It should not be used as a daily backup tool, why?

) It is a manual process, you cannot automate it, at some point you will
forget to do it.

° It is slow, you have to backup up complete partitions. There is no
incremental or differential backup to speed things up.

° It doesn’t understand files and folders, just partitions. Mess up a few
files, you have to restore the entire partition probably overwriting
newer files that were perfectly okay, potentially leaving you worse off.

Problem dependent, it can be a sledgehammer to crack a nut.

5.  Animage backup tool, such as foxclone, should be used in conjunction with a
file level backup tool(s). There are plenty of excellent Linux file backup
utilities, timeshift, backintime, luckybackup to name justthree. These:

. Can be automated to run daily or at whatever frequency you want.

° Are incremental — they only backup files that are new or changed —so
quick.

° Allow you to restore individual files — just the ones you broke!

Use file level backup as your first line of defence.
Use image backup as your last line of defence.
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Installation

Download the iso and burn to either a USB stick or CD.

Linux

If burning to a USB stick use the USB Image Writer that comes with your
distribution. The example is based on Linux Mint.

@ uss image writer

My usooiiruimatter

USB . mage Writer

. Make a boot: ble USB stick Cllck tO naV|gate tO the
¥4 Win71 [Running] - Or... X
o8 - download location

USB Image Wifer

to Swra (/devisdd) - 31GB »

L V4 1

Write image: | |2 foxclone.iso

¥ Details

Click to select the device - if it
doesn’t appear, unplug and
plug it in again
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8.  If burning to a CD, there are many Linux utilities, xfburn is one of the simplest.
Install from your software manager/centre if not installed.

Xfburn
File Edit Actions View Help

Welcome to xfburn!

| Burn Image e New Data Composition
Burn a prepared compilation, i.e. an ISO file | Create a new data disc with the files of your choosing
e —

o)

0 Blarf Disc @ Audio CD
‘ Prepare the rewriteabdisc for a new burn H Audio €D playable in regular stereos |
Burn image
Ty
@ || Burnimage
Image to burn

l foxclone.iso

Burning device
TSSTcorp CODVDW SE-208DB ¥ | Click to navigate

to the download
location

DVD-R sequential recording | C

Speed: | Max A
Write mode: | Auto A

Options
[ Eject disc
[| Dummy write
[E BurnFree
[E stream Recording

[ Quit after success

l Cancel HBurnimage
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9.  There are a number of windows tools available. The example uses rufus,
which can be downloaded from https://rufus.ie/. The download is a single

executable.

Click to select
USB stick

\

Click to browse
to the foxclone
iso file

—

4 Rufus3131730

Drive Properties

o] e ==

Device

[ TroABEL (D1 [32 GB] -|

Boot selection
[foxclonedd-OS.iso

v] ) SELECT

Persistent partition size

IF 0 (Mo persistence)

artition scheme Target system
[meR - [BIOS or UEFI ~
Show advanced drive properties
Format Options
Volume label
FouClone
File system Cluster size
[FAT32 (Default) - (16 kilobytes (Defaul) -
Show advanced format options
Status
READY
@ O = [ starT | CLOSE

Using image: foxcloned4-05.iso

Download required

This image uses Syslinux 6.04/20191223 but this application only
l . includes the installation files for Syslinux 6.04/prel.

As new versions of Syslinux are not compatible with one ancther, and it
wouldn't be possible for Rufus to include them all, two additional files
must be downloaded from the Internet (ldlinuxsys' and 'ldlinuebss'):

- Select 'Yes' to connect to the Internet and download these files

150Hybrid image detected

The image you have selected is an 'ISOHybrid’ image. This means it can be written either
in IS0 Image (file copy) mode or DD Image (disk image] mode.

Rufus recommends using 150 Image mode, se that you always have full access to the
drive after writing it.

However, if you encounter issues during boot, you can try writing this image again in DD
Image mode.

Please select the mode that you want to use to write this image:
() Write in 150 Image mode (Recommended)
@ Write in DD Image mode
e I

- Select 'No' to cancel the operation

22 August 2021

e files will be downloaded in the current application directory
be reused autormnatically if present.

C e ) w» |
N

Select Write in DD Image mode. If
ISO image mode is selected it is likely
that when you boot the usb stick you
will end up at the Grub> prompt!

10. Theiso can be burnt to CD using windows built in CD writing utilities.
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Boot

11. At the manufacturer’s splash screen, press the key to get into the boot menu?.
This key varies across PCs, as an example for a Lenovo Thinkpad it is , on
my desktop it is . Consult your user manual to find out what the key is or
google. Do not confuse the boot menu with the boot priority order settings in
BIOS. The boot menu is a one time selection for the device to use to boot the
PC. It overrides the normal boot priority order. The next time you boot, the PC
will revert to the normal boot order. Virtually all BIOSes support this feature,
they just do it differently.

12. The example shows the boot menu for a Thinkpad T430.

Application Menu

we [++]1-Collapse/Expand [E
L | [Tabl -Suitch

13. If the USB stick (or CD) does not appear in the menu and/or it won’t boot:

. UEFI and legacy boot. If foxclone will not boot in UEFI mode, make sure
that secure boot is disabled in BIOS. Still no joy — try enabling CSM
(compatibility support mode) if that is an option. There may also be
other settings for USB boot. No further guidance can be offered —all
BIOSes are different.

° The iso is a minimal 64 bit ubuntu installation running a 5.4 kernel. This

may not boot on some older hardware.

14. If the USB stick boots, then fails to load — have you got multiple USB drives
plugged in? If so, remove all USB drives except for the foxclone USB stick and
reboot. When the foxclone USB has booted, then plug in the other USB drives
before running foxclone.

15. Still not booting, if failing to boot from a USB stick, try:

e Plugging the USB stick into a USB2.0 port not USB3.x. If that fails...

1 Trouble with BIOS recognising the Fn key on boot? If using a wireless keyboard, try with a
wired keyboard.
22 August 2021 Page 9 of 58
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e Burn the foxclone iso to CD and boot from that.

16. If booting in legacy mode you will be presented with the isolinux start screen.
It will automatically boot into foxclone.

Foxclone

Start Foxclone

Safe Mode
Check USB for defects
Memory test

If boot fails, reboot and try
selecting Safe Mode instead

17. If booting in UEFI mode you will get grub. You need to press ENTER to boot
foxclone.

efore booting or “c' for a command-line. ESC to
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20.
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The desktop

Double click on any of the launchers on the desktop to start:

Foxclone.

Display — foxclone should boot into the native resolution for your PC, if
not use this to change display resolution or if you want a ‘larger’ display
for improved readability use it to reduce screen resolution.

Pale Moon — the web browser for access to the foxclone website.
The User Guide — this document.

The File Manager — for access to the files on your system or the
network.

Bottom left on the panel is the main menu, described further here, with
launchers for foxclone & the user guide. These can be activated with a single

click.

Bottom right are icons displaying:

Network status — see here for connecting to a network.
CPU temperature? in °C.
Battery status — if present.

Time/date.

Foxclone places a heavy load on the CPU, using all cores when backing up or restoring. Check
the temperature periodically. With a laptop make sure the inlet/outlet vents are clear. The
CPU should not overheat — it will be automatically throttled when the temperature typically
exceeds 100°C.
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21.

22.

P Return to contents

©

Before starting foxclone, plug in any external drives you want to use.

To start foxclone, double click on the launcher on the desktop or single click

on the launcher in the panel, or foxclone can be found in the menu under

system tools.

23.
attached drives.

Foxclone

Backup Partition(s) to Image File(s)

1- Drive to Backup:

Reading drives

Getting partition sizes..

Partitions & Drives v
Partition sizes
Partition labels
Operating systems

3 - Destination Drive:

24. It will then display the main window.

{| Restore | Clnnel\'arify | Settings | About
Backup Partition(s) to Image File(s)

1- Drive to Backup:

@ -

Partition(s) to Backup:

[ sda: ATA WDC WDS240G2G0A- : 240GB 1 Type MSDOS
[ sdb : ATA ST2000LM015-2E81 : 2000GB :Type MSDOS
[ sdc: ATA Dogfish 55D 2506 : 250GB : Type MSDOS,

[ sdd: KIOX1A TransMemory : 31.0GB : Type MSDOS

[0 mmceblko : SD SD256 : 249GB : Type MSDOS

3- Destination Drive:

N\

Use the tabs to select the
function you want

4 - Destination Partition:

Version 0.44 k5.4.0-65, 05 Feb 2021

When it starts, foxclone will search the system for information on the
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Backup

Restore | Clone | Verify | Settings | Aboutl

Backup Partition(s) to Image File(s) '@j *
-‘ = n
1 - Drive to Backup: 2 - Partition(s) to Backup:

‘ [ sda: ATA WDC WDS240G2G0A- : 240GB : Type MSDOS
- 1015-2E81 : 2000GB : Type MSDOS
What do you want to baCKUp? 3D 250G @ 250GB : Type MSDOS
[ sdd:KIOXIA TransMemory : 31.0GB : Type MSDOS

O mmcblko : SD SD256 : 249GB : Type MSDOS

3 - Destination Drive: 4- Destination Partition:

Where do you want to save it?

Quit Save to File

Version 0.44 k5.4.0-65, 05 Feb 2021

25. Basic information is shown for each drive — its name, size and partition table
type. Click on the drive that you want to backup (you can only select one).
Box 2 will immediately show the partitions on that drive.

26. Potential error messages are:

You cannot backup the drive that you
Q sdd cannot be backed up. booted from because you cannot backup
a live filesystem — it might change during
the backup and corrupt the backup.

Most likely, this was a new drive and you
Q iﬁfe °§,§T§tht;§ ﬁcﬁiﬁgh oo used Disks to format it. You can use it as
a backup destination, but cannot back it
up. Nor can the drive have an operating
system on it. The solution is to reformat
the drive with a partition table and new

partition(s).

In both cases, select another drive to backup.
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Backup | Restorel Clone | Verifyl Settings | Aboutl

Backup Partition(s) to Image File(s) “ij »

1 - Drive to Backup: 2 - Partition(s) to Backup:

sda : ATA WDC WDS240G2G0A- : 240GB : Type MSDOS [0 select all partitions

O sdb : ATA ST2000LM015-2E81 : 2000GE : Type MSDOS O *sdlmount point ot : primat
[ sdc: ATA Dogfish 55D 250G : 250GB : Type MSDOS [ sdafFile system

[label] .
[ sdd : KIOXIA TransMemory : 31.0GB : Type MSDOS O sdalgie :logical
[0 mmcblko: SD SD256 : 249GB : Type MSDOS [ sda| % used sed ::logi |+

Flags - if set

3
Izl:Tg.l'pe - legacy only, or

(Partition name) - GPT only
3 - Destination Drive: 4-Destj *0S* - if one

Multiple partitions can be selected

Quit Save to File

Version 0.44 k5.4.0-65, 05 Feb 2021

27. Hover the mouse over the box and a hint will displayed describing the
information shown (this works for most other boxes as well). You can use the
scroll bars to scroll down or right to see more information. Depending on
whether the drive has a GPT (UEFI) or MSDOS (legacy) partition table you get
slightly different information.

28. Select the partitions you want to backup in box 2. For a full backup, just select
all partitions.

Clad

Any partition that starts with an

asterisk (*) has an operating 2- Partition(s) to Backup:

system on it - you can scroll » Select all partitions

right to see what it is. It may or ‘- 51 [System Reserved] : 607MB : 70% used :

may not find windows, here it sda2 : ntfs:: 61.2GB : 38% used : : primary

has. *sda3:extd:: 10.3GB : 28% used : Flags-boot : primar
[ sda4: extended =
[«] | -l

A swap partition - there is no data to backup. foxclone automatically
saves the details3 on a swap partition and on a restore will recreate it.

An extended partition on a drive with a legacy partition table - an
extended partition is just a special entry in the partition table that
points to another partition table that contains details on the logical
partitions.

You cannot select

3 Primarily the UUID — when the swap partition is recreated it uses the same UUID so that Linux
does not hang on boot for 90 seconds looking for a swap partition it can’t find.
22 August 2021 Page 14 of 58
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29. Not happy —wrong drive, not the partitions you expected, just click on a
different drive in box 1 and start again.

30. Box 3 is now asking for the drive where you want to save the backup.

Note the source drive is missing
in box 3 - you can’t save a
backup to the drive you want to
backup.

Note sde is showing as a
partition table type LOOP. This is
a drive without a partition table.

Foxclone

Backup | Rastorel CIunelVerifyl SmingslAbuutl
Backup Partition(s) to Image File(s)

1-Drive to Backup:

[ sdb : ATA ST2000LMO15-2E81 : 2000GB : Type MSDOS
[ sdc : ATA Dogfish SSD 250G : 250GB : Type MSDOS
[ sdd: KIOX1A TransMemory : 31.0GB : Type MSDOS.
[ sde:SABRENT: 320G : Type LOOP

1 mmchllen - SN SN256 © 240GR - Tyne MSNOS,

3-Destination Drive:

2 - Partition(s) to Backup:

*sdal :extd::14.7GB : 42% used : Flags-boot : primar
[ sda2:extended

sdas : ext4 : [mylogical] : 10.3GB : 0% used :: logical
sdab : <unknown> : [reiser] : 5.2GB : 100% used : : logi |+
I | o]

4-Destination Partition:

[ sdb: ATA ST2000LM015-2E81 : 2000GB : Type MSDOS
[ sdc : ATA Dogfish SSD 250G : 250GB : Type MSDOS
[ sdd: KIOX1A TransMemory : 31.0GB : Type MSDOS
[ sde:SABRENT: 320GB: Type LOOP

[0 mmcblko : SD SD256 : 249GB : Type MSDOS

Version 0.44 k5.4.0-65, 05 Feb 2021

31. Click on the destination drive and box 4 will be populated with the partitions

on that drive.

It helps to add labels to all
partitions. Where there is a
label, foxclone will display it in
brackets [ ]. This makes it
easier to identify which
partition is which.

Foxclone

Backup ‘ Restore | (Innel\rerify | smingslAbnml
Backup Partition(s) to Image File(s)

1- Drive to Backup:

_.x

2 - Partition(s) to Backup:

[ sdb : ATA ST2000LM015-2E81 : 2000GB : Type MSDOS
[ sdc : ATA Dogfish SSD 250G : 250GB : Type MSDOS
[ sdd : KIOXIA TransMemory : 31.0GB : Type MSDOS
[ sde: SABRENT : 320GB : Type LOOP

1 mmehlkn - SN SN256 © 24068 - Tvna MSNNS =]

3- Destination Drive:

[ sdc: ATA Dogfish SSD 250G : 250GB : Type MSDOS
[ sdd : KIOXIA TransMemory : 31.0GB : Type MSDOS
[ sde: SABRENT : 320GB : Type LOOP

[ mmcblko : SD SD256 : 249GB : Type MSDOS

*sdal:extd:: 14.7GB : 42% used : Flags-boot : primat
[ sda2: extended

sda5 : ext4 : [mylogical] : 10.3GB : 0% used : : logical
sda6 : <unknown>: [reiser] : 5.2GB: 100% used : : logi |«
I | |

4- Destination Partition:

[ sdb2:exta: [ultrabay] : 1946GB : 42% used : : primary

[ *sdb1:ext4:: 20.5GB : 32% used : Flags-boot : primary *

Version 0.44 k5.4.0-65, 05 Feb 2021

32. Click on the partition where you want to save the backup.

22 August 2021
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33. If thereis not enough space on the selected partition, foxclone will display a
warning message.

Foxclone cannot predict how much space will be required A ;“’;f:f:g:‘ifezaie Ogsdgété“a“o"
when the backup is compressed, so it simply compares the s::ace a\.f':lilable - 12508
total size of the backup with the free space available. Choose another drive/partition

34. When a partition has been selected with enough free space, the
[Save to File|button is enabled.

Foxclone -l x

Backup ‘ Res(orel Clone | verify | Settings | Aboutl

- 3 =5

Backup Partition(s) to Image File(s) Q’) »
£ ]

1- Drive to Backup: 2 - Partition(s) to Backup:
O sdb: ATA ST2000LM015-2E81 : 2000GB :Type M5DOS *sdal:extd::14.7GB : 42% used : Flags-boot : primar
[ sdc: ATA Dogfish 55D 250G : 250GB : Type MSDOS [0 sdaz:extended
[ sdd : KIOXIA TransMemory : 31.0GB : Type MSDOS. sda5 : ext4 : [mylogical] : 10.3GB : 0% used :: logical
[ sde: SABRENT :320GB : Type LOOP sda6 : <unknown>: [reiser] : 5.2GB : 100% used : : logi |+
1 mmehlkn - SN SN25A * 24668 - Tvne MSDOS = | 0|
3- Destination Drive: 4- Destination Partition:

[0 sdc: ATA Dogfish SSD 250G : 250GB : Type MSDOS. [0 *sdb1 :ext4:: 20.5GB : 32% used : Flags-boot : primary *

[ sdd : KIOXIA TransMemory : 31.0G8 : Type MSDOS Click to choose the

[ sde:SABRENT:320G8 : Type LOOP .

I e 50 50256+ 26963 Type MSDOS folder & filename for
{ET| | 0|

the backup.

Version 0.44 k5.4.0-65, 05 Feb 2021

35. This then opens up the partition you selected as the destination with the file
save dialog where:

Save file as

Name:

Change or accept the backup / .
ave in folder: foxclone ||s reate Folder ]
filename. The default is the ) [ o

Current date as YYYYMMDD. Places | Name / - ‘Size ‘Mudiﬁed |z
Foxclone will append .backup to gsﬁfch g“*f“’"e Wednesday
. . Recently Used = Microsoft Office 05/02/09
the filename you specify. - R o
File System (=) aptik 12/19/18
ckintime Wednesday

tmp .

Filesyste ot =) timeshift Wednesday
) [7) T431-changes.log 36.1 kB Thursday

You can create a new folder or /

double click on an existing folder to
open it up as the destination

= | ]
Rgancel

Click when finished, or cancel to go back.

22 August 2021 Page 16 of 58



36.

window showing the partitions to be
backed up and the destination
folder/filename.

This is the point of no return; you are

being asked to confirm the backup before
starting. Click on and the backup will

start.

37.

Foxclone will now display a confirmation

©
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Source: ATA KINGSTON SA40053 240GB
*sdal : ntfs : [System Reserved] : 607MB E
=

Confirm Backup = . x
sda2:ntfs::61.2GB: 38% used : : primary

T

(&2

=N | *sda3:extd::10.3GB:28% used :Flags-b
cANE s AutA e 17 IED A0 ead e lnaieal
T — 0|

Destination: ATA 5T1000LM048-2E71 1000GB
File: /mnt/foxclone/sdb1/20201004.backup

Cancel OK

As the backup progresses it will display a progress window.

t provides some information on the

File system: NTFS

Device size: 61.2GB

Space in use: 23.3 GB
ES—————————

Elapsed: 00:03:34, Remaining: 00:00:29, Completed: 87.78%, 5.73GB/min

s
Overall: 00:03:40, Remaining: 00:01:01, Completed: 78.42%, 5.30GB/min

- complete 00:00:06 Add Note
- started

- not started

- not started =

Cancel ‘

Finish ‘

that have already been created.

current partition being backed up,
showing progress and overall
progress.

This is the only progress window
that has a cancel button on it. Click it
once only, it may take a few seconds
to respond. You will have to
manually delete any backup files

When the backup is complete, the [Add Note|and [Finish| buttons will be

enabled.
38. To add a note, click on the note button.
Foxclone - X
Backup | Resturel Clone | Verifyl Settings | Abuutl
Backup Partition(s) to Image File(s) Q’j »
4 A
1- Drive to Backup: 2 - Partition(s) to Backup:
Backup Notes: -0 X
[ sdb : ATA ST2000LM( 607MB : 70% used ::|
[ sdc: ATA Dogfish 551 test full backup of sda dual boot win10 and bodhi linux - primary
booting in legacy mode.

[0 sdd : KIOXIA TransM 1 : Flags-boot : primar
7 sde:SABRENT:320¢ |OF S8y whatever you want... =
"1 mmchlkn - &N SN254 L3
3 - Destination Drive:
O sdc:ATA Dogfish 551 Cancel Save 1:Flags-boot : primary *
[ sdd : KIOXIA TransM
[ sde: SABRENT : 320¢
[0 mmcblko: SD SD256 : 249GB : Type MSDOS |

[T | |

Quit Save to File
Version 0.44 k5.4.0-65, 05 Feb 2021
39. Click|Finish]to finish —backup done! Then |Quit| on the main window and

shutdown from the main menu.

22 August 2021
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40.

Name

20191126 full.backup
20191126 full.grub
20191126 full.note.txt
20191126 full.sda1.img.gz
20191126 full.sda1-log.txt
20191126 full.sda2.img.gz
20191126 full.sda2-log.txt
20191126 full.sda3.img.gz
20191126 full.sda3-log.txt
20191126 full.sdad.img.gz
20191126 full.sdad-log.txt
20191126 full.sdas.img.gz
20191126 full.sda5-log.txt
20191126 full.sda6.img.gz
20191126 full.sdaé-log.txt
20191126 full.sda8.img.gz
20191126 full.sdas-log.txt
20191126 full.sfdisk

45.

46.

What's in a backup?

The screenshot shows the contents of a backup folder. All the filenames start
with 20191126 full. This was the name specified in the backup.

- | Size

911 bytes
1.0 MB
110 bytes
390.6 MB
505 bytes
153 MB
506 bytes
5.7 MB
461 bytes
5.7 GB
513 bytes
6.0 GB
513 bytes
33GB
512 bytes
25GB
513 bytes
1.4 kB

| Type
Text
Binary
Text
Archive
Text
Archive
Text
Archive
Text
Archive
Text
Archive
Text
Archive
Text
Archive
Text
Text

| Date Modified
Tue 26 Nov 2019 11:47:17 GMT
Tue 26 Nov 2019 11:38:43 GMT
Tue 26 Nov 2019 11:53:43 GMT
Tue 26 Nov 2019 11:38:51 GMT
Tue 26 Nov 2019 11:38:51 GMT
Tue 26 Nov 2019 11:38:53 GMT
Tue 26 Nov 2019 11:38:53 GMT
Tue 26 Nov 2019 11:38:55 GMT
Tue 26 Nov 2019 11:38:55 GMT
Tue 26 Nov 2019 11:41:55 GMT
Tue 26 Nov 2019 11:41:55 GMT
Tue 26 Nov 2019 11:44:16 GMT
Tue 26 Nov 2019 11:44:15 GMT
Tue 26 Nov 2019 11:45:52 GMT
Tue 26 Nov 2019 11:45:52 GMT
Tue 26 Nov 2019 11:47:17 GMT
Tue 26 Nov 2019 11:47:16 GMT
Tue 26 Nov 2019 11:38:42 GMT

©

P Return to contents

41. The *.backup file is a text file
created by foxclone describing the
backup. It is read by foxclone when a
restore is done.

42. The *.grub is a copy of the first
MB of the drive. On a drive with a
legacy partition table this is needed
to copy grub — the bootloader®.

43. The *.note. txt file is a text file
containing the notes made during a
backup. If no notes were made there
will be no file.

44. This is then followed by pairs of
files for each partition backed up.

The *-1og. txt files are log files created by foxclone when doing the backup.
They are for information and serve no other purpose.

The =.img files are the backup image files for each partition that was backed
up. The end of the filename varies depending on the settings. If the filename

ends:

° *.img —then this is an uncompressed image file.

° *.img.gz —this is a compressed image file.

° *.1img.000 or *.img.gz.000 — this file is part of an image set for the
specified partition where the image has been split across several files
where the maximum file size is specified in settings. The next file in the
set will be 001 and so on.

Finally, the *.sfdisk file is a text file created by sfdisk describing the
partition table. It is used by sfdisk to recreate the partition table when doing

a restore.

22 August 2021

The first stage bootloader lives in the first 512 bytes on the drive. On a legacy install the
second stage bootloader ‘hides’ in the space between the end of the partition table and the
start of the first partition (usually at 1MB). This is not required on a GPT format drive but
foxclone still copies the first 1MB of the drive and creates a grub file.
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P> Return to contents (.S)

Deleting backup files

47. At some point you will fill up the backup drive and want to delete old backups.
The backup files are owned by root, so you can’t delete them as an ordinary
user.

MBRfull7bodhi - °

2]

File Edit View Go Bockmarks Help

|(— > 'I*| ‘fmediafu\trabayﬂMBRfuII?bodhi a |

¥ My Computer MName - | Size | Type ‘ Date Modified ner
|52 20191107.backup 571 bytes  Text Thu 07 Nov 2019 17:36:26 GMT  root
| |& 20191107.grub 1.0ME Binary Thu 07 Nov 2019 17:31:03 GMT  root
1] 2 20191107.sdat.img.oz 401.2MB  Archive  Thu 07 Nov 2019 17:31:11 GMJT  root
n |52 20191107 sdal-log.txt 506 bytes  Text Thu 07 Nov 2019 17:31:11 GMT  root
o [ 20191107 sdaz.img.gz 9.5GB Archive Thu07 Nov 2019 17:35:45 GMJT  root
i |55 20191107.5daz-log.xt 515 bytes  Text Thu 07 Nov 2019 17:35:45 GMT  root
o 2 20191107 sda3.img.gz 1.0GB Archive Thu07 Nov 2019 17:36:22 GMJT  root
@ Fie &= 20191107 .sda3-log.oxt 512 bytes Text Thu 07 Nov 2019 17:36:22 GMT  root
— 2 20191107 .sda5.img.gz 79MB Archive Thu07 Nov201917:36:26 GMT  root
[ G |52 20191107 sda5-log.txt 511 bytes  Text Thu 07 Nov 2019 17:36:26 GMT  root
- Dgljes |55 20191107.sfdisk 425 hytes  Text Thu 07 Nov 2019 17:31:03 GMT  root
[E]
11 items, Free space: 89.1 GB Lo

48. Inyour file manager, navigate to the folder containing the backup and right
click on it, in the example MBRfull7bodhi, and ‘open as root’. You will then be
able to delete the backup files.

Ultrabay =
File Edit View Go Bookmarks Help
| = ‘ = | + ‘ |1media1UItrabay a ‘ | | Q| I [—:]
* My Computer Name - ‘ Size | Type | Date Modified
# Home _ » @ backintime 1item Folder Sat06 Apr 2019 21:02:43 BY|
Il De P @ bootpics 23 items Folder Wed 16 Oct 2019 17:21:22 B|
B Documents » @ foxzilla 3items Folder Fri 27 Dec 2019 13:41:56 G|
b 2 linux 4items Folder Thu 14 Nov 2019 18:16:28 G
» @ LM19-3legacy 6items Folder Wed 18 Mar 2020 10:32:25
@ lost+found Oitems Folder Sat06 Apr 2019 18:22:44 B

Folder Sat 21 Mar 2020 09:41:06 G

Thu 07 Nov 2019 17:36:26 G

18 items

» @@ manyparts

Open -

= newt Folder Sun 08 Mar 2020 23:10:29
i sDcy  OpeninNewTab Folder  Sun08 Mar 2020 11:2347 G
b B T432 Open in New Window Folder Tue 10 Mar 2020 19:20:06 G

I test3 Open With » | Folder Sun 08 Mar 2020 20:06:26 G
b 2 testf| z Folder Sun 08 Mar 2020 21:54:09 G

ut
b I3 test Folder Mon 23 Mar 2020 12:14:02
» i tests  COPY Folder  Sun 08 Mar 2020 21:51:41 g
» @@ time|  Paste Into Folder Folder  Tue 24 Mar 2020 14:05:33 G
P uefi Duplicate Folder Sun 16 Feb 2020 08:33:09 G
» BB UEFI Make Link Folder Sun 10 Nov 2019 18:18:28 G
» @2 Tras| Folder Sun 22 Dec 2019 13:06:28 G
Rename...
» @ Tras| Folder Sat 25 May 2019 23:32:49 B
Copy @ >

[E 202 opyto Text Sun 08 Mar 2020 22:0557 G}

[El 202 Move to Pl Text Sun 08 Mar 2020 21:49:28 G|

1= 202 DpinlnTermmi\ Text Sun 08 Mar 2020 21:58:07 g

2§20 gpenas Root I Text Sun 08 Mar 2020 23:31:05 G

1= ke Text Mon 09 Mar 2020 14:24:55

Move ta the Rubbish Bin
12| linux Unknown Thu 14 Nov 2019 17:55:43 G
. Delete -
"MBRful 89.1GB 9}
Compress... —
Sharing Options

OEEEEEEEN u

Properties
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Restore

Restore will only restore to the drive the backup was taken from. If you want
to restore a full backup to a different drive use Clone file to drive. Note —
backups taken using earlier versions may incorrectly identify the drive to
restore if there are two identical drives in the system, see version history.

49. Box 1 lists all the drives found on the system, select the drive containing the
backup. Box 2 will be immediately populated with the partitions on the drive.

Foxclone = . x

Backup Restore | Clone | Verify | Settings | Aboutl

Restore Partition(s) from Image File(s) * E‘j

1-Source Drive:

[ sda: ATA WDC WD5240G2GOA- : 240GB : Type MSDOS [0 sdb2:ext4: [ultrabay] : 1946GB : 42% used :: primary
[¥] sdb : ATA ST2000L MO15-2E81 : 2000GB : Type MSDOS

Where |S the backup’) 350G : 250GB : Type MSDOS
ory : 31.0GB : Type MSDOS

[0 *sdb1:ext4::20.5GB: 32% used : Flags-boot : primary *

[ sde:SABRENT:320GB: Type LOOP

1 mmrhlkn - SN SN25A * 24068 - Tune MSNOS = K| | |

3 - Contents of Backup: 4- Destination Drive:

Quit Restore |

Version 0.44 k5.4.0-65, 05 Feb 2021

50. Assoon as you click on a partition in box 2, the file open window will appear
showing the contents of that partition.

Open backup file - 0o X

Navigate to the backup E M

file and double click on —

|t or cllck the 2. search E ............. - e 5 .....

® Recently Used 05/02/09
button.

[ Movies 05/23/18
[~ aptik 12/19/18
=R [ backintime Wednesday
[ testback 14:17

Open backup file

El d buntu | Ultrabay | Foxcl |T431 t

[ | media | ubuntu rabay | Foxclone update B timeshift Wednesday
Places Name - | size Modified = L
©), search B 20200930.backup 376 bytes Wednesday =
& Recently Usad Backup files (*.backup) Iv
e (B |

Cancel

File System | Xc
Ultrabay
@ tmp
[ Filesyst & H H H
eeystem roo This will open the backup file, read the

- e e | CONteNt and populate boxes 3 and 4

on the main window.
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Contents of

3- Backup: ../UEFI-win10-LM192-full/20191110.backup 4 - Destination Drive: ATA WDC WDS240G2G0A- (240GB)
the baCkU p Restore partition table = sda1:ntfs: [System Reserved] : 607MB : 70% used : : prin
sdal : ntfs : [Recovery] : 542MB : 73% used : Flags-hid sda2:ntfs:: 61.2GB: 38% used : : primary

Only |f there |s one Existing partitions on the destinatidn drive
E.a:kup e ~— View Note uit Restore
Time Now: 05 Feb 2021, 14:08

51.

52.

P> Return to contents (.S)

Backup Restore ‘ Clone | Verify | settings | About |

Restore Partition(s) from Image File(s) * ==y

1-Source Drive:

[ sda:ATA WDC WDS240G2G0A- : 240GB : Type MSDOS — sdb2: ext4 : [ultrabay] : 1946GB : 42% used : : primary’
[0 *sdb1:ext4:: 20.5GB : 32% used : Flags-boot : primary *
[ sdc: ATA Dogfish 55D 250G : 250GB : Type MSDOS
[ sdd : KIOXIA TransMemaory : 31.0GB: Type MSDOS
[0 sde:SABRENT : 320GB : Type LOOP

[«

1=

1 mmchlkn - SN SN25A - 2406R - Tuna MSNOS

sda3: <unknown>: : 16.8MB : 100% used : Flags-msft sda4: extended

:98.3MB : 32% used : Flags-boot, esp : *sda3:extd::10.3GB:27% useﬁFagsboct : primary *|

sdad:ntfs: : 39.2GB: 41% used : Flags-msftdata: (Ba || sda5:extd::12.3GB : 1% used : : fgical -

[ | 0| [ \ | 0|

Version U\kSA!}BS, 05 Feb 2021

Box 3 shows the partitions in the backup and box 4 Current content on the
shows the current partitions on the destination destination drive
drive.

You can only restore to the drive that you took the backup from. If you want
to restore to a different drive use clone.

All the partitions are automatically selected, if you want to change this, select
the partitions you want to restore in box 3.

If you try to de-select ‘restore

pa rtition table’ and get this The partition table has changed since the backup
. A The partition table will be restored.

warning, you should restore all Any changes since the backup will be lost.

partitions (and hope that the

backup is a full backup).

Foxclone gives the user the choice on what partitions to backup and what to
restore. With this flexibility comes the responsibility to ensure the backups
held are sufficient. The first backup should always be a full backup. Thereafter
if no changes are made to the partition sizes or positions, a backup of an
individual partition may be sufficient. For example, a later backup of a /home
partition because that is likely to see more change than the / partition —
hence keep a more up-to-date copy. But, shrink, grow or move any partition —
do a full backup beforehand.

A further example — say you have a dual boot setup with windows and you
have messed up the contents of the windows partition so it won’t boot. All you
want to do is restore that to a working version, then okay, you can just restore
that partition. If you have changed anything else on the drive, say increasing
the size of one of the Linux partitions, and all you did was restore the win
partition you would screw up the rest of the drive — Linux wouldn’t boot. You
need to be careful and aware of what you are doing!
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53.

54.

55.

P> Return to contents (.S)

When the appropriate partitions have been selected in box 3, click the

button to continue. You get a confirm window — showing what will
be restored, last chance to change your mind.

Confirm Restore - . X

From: ../Foxcone/T431update/20200930.backup

; To drive: ATA KINGSTON SA400S3 to continue and the
Restore partition table restore will start.

—T% Restore *sdal:extd: :33.3GB: 58% used : Fl
“Qd Restore sda2 :ext4: : 193GB: 71% used : : p|

e | 0
Cancel ‘
Restoring Part 4 of 7 - . X
File system: NTFS
Device size: 40.2 GB
Space in use: 16.3 GB i i
E—— A progress window is
Elapsed: 00:01:32, Remaining: 00:01:31, Completed: 50.13%, 5.33GB/min . PN
i ’ i displayed. [Finish| and
E——
Overall: 00:01:42, Remaining: 00:03:29, Completed: 32.75%, 4.73GB/min View Log|are enabled on
‘Partition table - complete ¢ o completion.
Part 1 - complete 00:00:05 f=iluy

Part 2 - complete 00:00:02

Part 3 - complete 00:00:02 il
Part 4 - started i _

Clicking on

will display a log

Restore 05 Feb 2021, 14:33 ﬂ
showing the partition ARTITION TABLE
i label: gpt
table detaIIS and then label-id: 56BB38CB-6756-42F4-BOFA-EDF012B5078C
the OUtpUt from device: /dev/sda
unit: sectors
partclone for each first-Iba: 34
. last-lba: 468877278 Rd|
partition restored. K |

O]

Cancel

It displays a file saved in /tmp/foxclone/<backup filename>.clone.log. If you

want a permanent copy then copy this file to a location on your existing drives
using the file manager.

Click to close the window, foxclone will reread the drives before
enabling the main window. Then on the main window to exit foxclone

There is no cancel button on restore. To cancel a restore part way through
would leave the drive in an unknown state — there would be a complete
mismatch between the partition table and the partitions on the drive. It would
not boot. Hence, once started, a restore must run to completion.
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Clone

56. Use clone to:
° Change the main system drive from a smaller to larger drive.

. Replace an HDD with an SSD. You can clone from a larger drive (or
backup) to a smaller drive as long as the total space used by the
partitions is less than the size of the smaller drive and all the
unallocated space on the larger drive is at the end.

I
Old drive :
I

Una llocated

Will not work |

‘ Unallocated

New drive |

Old drive

‘ Unallocated

Unallocated

Will work

New drive |
° Replace a failed or failing system drive.
57. Clone provides two options, selectable through the drop-down on the clone
window:

Foxclone -l x
Backup | Restore ?(Inney| Verify | Settings | Abou[l

S— k

1-Source Drive: 2-Target Drive

[ sda : ATA WDC WDS240G2G0A- : 240GB : Type MSDOS

[ sdb : ATA ST2000LMO15-2E81 : 2000GB : Type MSDOS
[ sdc : ATA Dogfish SSD 250G : 250GB : Type MSDOS.
[ sdd : KIOXIA TransMemory : 31.0GB : Type MSDOS
[ scle: SABRENT : 320GB : Type LOOP

1 mmehlkn * SN SN25A © 24068 - Tvna MSNOS. =]

Version 0.44 k5.4.0-65, 05 Feb 2021

° Drive to drive — direct copy from one drive to another.

° From backup file to drive — using a previously created full® backup of the
source drive.

5 Itis up to the user to make sure that the backup selected is a full backup.
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58.

59.

60.

P> Return to contents (.S)

Clone drive to drive

With a desktop this is straightforward — find a spare SATA slot on the
motherboard and plug the new drive in with SATA cable. With a laptop it
helps to have one of these —a
SATA to USB cable, not expensive
at around $10. Connect the new
drive to it and plug into a USB
port.

Click on the source drive in box 1 and the destination drive in box 2, then click
to proceed. If there is not enough space on the target drive a warning
message will pop up. Shrink the partitions with gparted and try again, see
here for help on re-sizing partitions.

Foxclone = X

Backup | Restore Clone | Verify | Settings | About |

Clone Drive to Drive - *

1-Source Drive: 2-Target Drive

[ sda : ATA WDC WDS240G2G0A- : 240GB 1 Type MSDOS ﬂ

[0 sdb: ATA ST2000LMO15-2E81 : 2000GB :Type MSDOS [0 sdb : ATA ST2000LM015-2E81 : 2000GB : Type MSDOS

[ sdd : KIOXIA TransMemory : 31.0GB : Type MSDOS

O sdd : KIox1A TransMemory : 3 JREEEECISTR TR ] - [l < pEre

O sde : SABRENT :320GB : Type L Source last partition ends at 232.89GB 49GB : Type MSDOS
1 mmchlkn - SN SN25A - 2406R - Target drive 223.58GB
Shrink the source partitions and try again

‘Version 0.44 k5.4.0-65, 05 Feb 2021

When the paritions on the

source drive will fit on the target ATA KINGSTON 5A40053 : 240GB : Type: M5DOS

drive (no warning message), click _ " [*sdat :exta :: 33.3G8 : 58% used : Flags-boof

on the button. A confirm iiiiiﬁip'33233&‘223";?.%?

window will open. This shows ; ] | 0

the source and ta rget drives . WARNING - the target drive will be overwritten!
sdf : SABRENT : 320GB : Type LOOP

together with the partitions on | =4
the source drive. This is the S
point of no return.

Click [oK| to start the clone.
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cCloning Drive to Drive Part 4 of 7 -l x
. . File system: NTFS
61. A progress window will appear, Device size: 40.2GB
Space in use: 16.3 GB
the|Finish| and |View Log] e
Elapsed: 00:02:06, Remaining: 00:01:47, Completed: 53.88%, 4.19GB/min
buttons are enabled on ——
Comp|eti0n . Overall: 00:02:36, Remaining: 00:04:49, Completed: 35.07%, 3.31GB/min
Partition table - complete ;
Part 1- complete 00:00:02 Szwlog
Part 2 - complete 00:00:02
pars-complece o002 |
62. Clicking the [View Log] button will display
Flone Drive to Drive 05 Feb 2021, 16:14 the log, showing details on the partition table

PARTITION TABLE

label: gpt

label-id: 56BB38CB-6756-42F4-BIFA-EDF012B5078C

device: /dev/sdb
unit: sectors
first-lba: 34

last-lba: 625142414

and each partition cloned to the new drive.

63. Clicking will close the progress

=

; 3 window. Foxclone will then re-read the drive
concel information before enabling the main window.
64.
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65.

66.

There is no cancel button on clone. To cancel a clone part way through would
leave the clone drive in an unknown state — there would be a complete
mismatch between the partition table and the partitions on the drive. It would
not boot. Hence, once started, a clone must run to completion.

In the main window, then click to exit foxclone.

There are now two issues to resolve:

° Un-allocated space — there will be unallocated space on the cloned
drive. Foxclone does not adjust the sizes of any partitions to fit the new
drive. This can be done with gpartedb, see here for help.

° Booting — there are now two identical drives connected to the system’.
If the cloned drive contains an operating system, BIOS is likely to get
confused about which drive to boot from and start throwing errors or
boot from the source drive. The simplest solution is to disconnect the
source drive, replace it with the clone drive and reboot.

If the clone is a boot drive with an operating system, you may want to check that it boots first
before adjusting the size of any partitions.

Specifically, the partitions on the clone drive have identical UUIDs to the partitions on the
source drive. When booting Linux with grub it looks for the boot partition based on the UUID
of the partition. A UUID is a unique reference for every partition, e.g. ddc976e3-bc24-4b8d-
9151-a72c9013d3e8.
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Clone File to Drive

Backup | Restore Clone ‘ Verify | Settings | About |

Clone  ((Backup fiie to Drivi v )
~—

1-Drive containing clone files

67. Starting point —you must have a full
a4 backup of the drive you are cloning

-p>

2- Partition containing clone files

[ sda : ATA WDC WDS240G2GOA- : 240GB : Type GPT
[ sdb : ATA ST2000LMO15-2E81 : 2000GB : Type MSDOS
[ sdc: ATA Dogfish SSD 250G : 250GB : Type MSDOS
[ sdd : KIOXIA TransMemory : 31.0G8 : Type MSDOS
[ sde : SABRENT : 320GB : Type GPT

1 mmchlkn - SN SN25A - 248GR - Tune MSNOS =

3 - Contents of clone file

from.

68. Select Backup file to Drive from the

drop down. Boxes 1 and 2 are just
CTrEmE like a restore — which drive and which
partition is the backup on?

As soon as you click on a partition in box 2 it

will open up the file dialog to get the
pen up gtog
backup file.

Open backup file

ol mnt | foxclone sdhllMBRfuIITbodhi

Version 0.44 k5.4.0-65, 05 Feb 2021

Places Name

)\, search B 20191107.backup
® Recently Used
[ root

File System
c073eb56-b3ae-... |
95ccabofdosd-... |
tmp

Filesystem root

-

~ | size Modified

In the example shown, the backup is in a folder
MBRfull7bodhi and it contains a legacy boot
installation with windows 10 and Bodhi Linux.

571 bytes 11/07/19

Backup files (*.backup) |+

Foxclone

Backupl Restore Clone ‘ Verify | Settings | Abuutl

Clone Backup file to Drive ¥

1 - Drive containing clone files

g 69. When the backup file is
opened, box 3 is populated with the
- contents of the backup and box 4 is

- Partton contaming cone fles inviting you to select the target drive.

[ sda: ATA WDC WD5240G2G0A- : 240GB :Type GPT =

[ sdc: ATA Dogfish SSD 250G : 250GB : Type MSDOS
[J sdd : KIOXIA TransMemory : 31.0GB : Type MSDOS.
[ sde: SABRENT : 320GB: Type GPT

Lol

1 mmchlkn - SN SN25A - 2406GR - Tuna MSDOS

3- Contents of ../sdb2/MBRfull7bodhi/20191107 backup
*sdal : ntfs : [System Reserved] : 593MB : 70% used : : pr| =
sda2:ntfs: : 50.8GB: 38% used : : primary

*sda3:ext4: : 10.0GB: 27% used : Flags-boot : primary *

sda4: extended

sda5:extd: :12.0GB: 1% used : :logical =l
[ | |

Backup Date: 07 Nov 2019, 17:36
Time Now: 06 Feb 2021, 10:21

[0 *sdb1:exta::20.5G8 : 32% used : Flags-boot : primary * Once the ta rget IS SEIGCted' the Clone
button is enabled, click to continue.

&l o]

4 -Target Drive: . A . . , . .

[ sda: ATA WDC WDS240G2GO0A. : 240GE : Type GPT As with clone ‘drive to drive , if you click
[ sdc: ATA Dogfish SSD 250G : 250GB : Type MSDOS . ey .

[J sdd : KIOXIA TransMemory : 31.0GB : Type MSDOS. On a drlve and It |Sn t blg enough you

sde : SABRENT : 320GB : Type GPT

will get a warning and invitation to
select a different drive.

[0 mmcblko: SD 5D256 : 249GB :Type MSDOS

22 August 2021
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A confirm window will pop up identifying the backup & its contents and the
target drive. Last chance to change your mind.

Confirm Clone File to Disk = . x

File: ../sdb1/MBRfull7bodhi/20191107.backup

*sdal: ntfs : [System Reserved] : 593MB :
sda2 :ntfs: : 59.8GBE : 38% used : : primar|

70.

*sda3:extd: : 10.0GB : 27% used : Flags-t Click to start the clone.
el - avtandad i
[« | 0|

WARNIMNG - the target drive will be overwritten!
sdf : TOSHIBA MQO1ABFO50 : 500GB : Type MSDOS

Cancel ‘ :

71. A progress window will appear. The [Finish| and [View Log| buttons are

enabled on completion.

Cloning File to Drive Part 2 of 6 - . X

File system: NTFS
Device size: 61.2GB
Space in use: 23.1 GB
s
Elapsed: 00:02:04, Remaining: 00:03:44, Completed: 35.60%, 3.99GB/min

——
Overall: 00:02:15, Remaining: 00:04:37, Completed: 32.77%, 3.59GB/min

:Partition table - complete e
Part 1- complete 00:00:04 viewreg
Part 2 - started

Part 3- not started Finish
Part 4 - not started ad =

Clicking on will display a log showing what foxclone has done.

Clone Log

= 0X

done!

File system: NTFS

Device size: 607.1 MB = 148223 Blocks

Space in use: 424.4 MB = 103623 Blocks

Free Space: 182.7 MB = 44600 Blocks

Block size: 4096 Byte

Syncing... OK!

Partclone successfully restored the image (-) to the device (/dev/sdel)

-

[ |

2l

Cancel

Click to close and return to the main window, click to exit
foxclone.
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P> Return to contents (.S)

Verify

Verify can be used to check the integrity of backup files.

Foxclone = . x

Backupl Res[orel Clone Verify ‘ Settings | Aboutl

Verify Image File(s) » u

1 - Drive containing backup files: 2 - Partition containing backup file:

[ sda : ATA WDC WDS240G2GUA- : 240GB : Type GPT [ sdb2:ext4: [ultrabay] : 1946GB : 42% used : : primary
sdb : ATA ST2000LM015-2E81 : 2000GB : Type MSDOS [ *sdb1:ext4:: 20.5GB: 32% used : Flags-boot : primary *

[ sdc: ATA Dogfish 55D 250G : 250GB : Type MSDOS

[ sdd : KIOXIA TransMemory : 31.0GB : Type MSDOS

[0 mmcblko : SD SD256 : 249GE : Type MSDOS

3 - Contents of Backup:

Version 0.44 k5.4.0-65, 05 Feb 2021

Select the drive containing the backup files and box2 will show the partitions
on the drive. Select the partition containing the backup and a file open dialog
will appear.

Open backup file =0 X
Navigate to the backup =
J media | ubuntu |Ultrabay
file and double click on —
Bl SR~ ______________ ~ | Size| Modified | 7
|t or CI|Ck the T\, search ([ Foxclone Wednesday
® Recently Used 4P TTTETOSeTE Office 05/02/09
button. B root = Movies 05/23/18
i o 12/19/18
Open backup file i inti Wednesday
J d | bunt ‘ Ultrab; ‘ Foxcl Iﬁ Sl e
7 media | ubuntu rabay | Foxclone update r— Wednesday
Places ‘ Name = ‘ ze | Modified ‘ = |
), search [ =

& Recently Used Backup files (*.backup) |+

[ root

[ File system 3 cancel

[E ultrabay

B tmp

B esystem mot This will open the backup file, read the

= | content and populate box 3 on the
or = Backup files (*.backup)

main window.
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73.  Click on the partition backup to verify® and then click on the button.

Foxclone = . x
Backupl Restore | Clone Verify | Settings | Aboutl

Verify Image File(s) » u

1 - Drive containing backup files: 2 - Partition containing backup file:

[ sda: ATA WDC WDS240G2G0A- : 240GB :Type GPT
[1 *sdb1:extd::20.5GB: 32% used : Flags-boot : primary *
[ sdc: ATA Dogfish 55D 250G : 250GB : Type MSDOS
[ sdd : KIOXIA TransMemory : 31.0GB : Type MSDOS
1 mmcblko: SD SD256 : 249GB : Type MSDOS

(=1 0|
3- Backup: ../sdb2/MBRfull7bodhir20191107 backup
[ Sselect all partition images
é.f.‘..d..a.ﬁ‘..: S EyatemEesener [ R et
[1 sda2:ntfs: : 59.8G8:38% used : : primary
[ *sda3:extd: : 10.0GB : 27% used : Flags-boot : prima
[ sda4:extended -
[ | 0|
Backup Date: 07 Nov 2019, 17:36
Version 0.44 k5.4.0-65, 05 Feb 2021
P —— -l x A progress window will appear.
When finished the and
File system: NTFS " .
e s View Log| buttons will be enabled.
Space in use: 23.1 GB
e : 74. The log shows the status
Elapsed: 00:00:58, Remaining: 00:02:59, Completed: 24.45%, 5.85GB/min . . i
— of the verify. As each image is
Overall: 00:00:58, Remaining: 00:02:59, Completed: 24.45%, 5.45GB/min Checked |t creates a text f||e Wlth

View Log the outcome and saves this file in
the same folder as the backup.
The format of the filename is:

Part 2 - verifying
Part 3 - not selected
Part 4 - not selected 52

Cancel Finish

<backup filename>.<partition>.img.chk, e.g.
20191107 .sda2.img.chk

The log window shows the verify Log -ox
outcome of all image checks

carried out. Not just the one

that has just been done, but SﬁlFii’li?iaalf_iiZ_chk

also any that have Partclone v0.3.11 http://partclone.org

Starting to check image (-)
previously been verified.

Partclone successfully checked the image (-) [+

memory needed: 3964804 bytes

bitmap 1867648 bytes, blocks 2*1048576 bytes,
checksum 4 bytes

Calculating bitmap... Please wait...

i =

Cancel

8 Extended, swap or partitions with unknown filesystems cannot be selected.

22 August 2021 Page 29 of 58



25GiB

20GiB 1

15GiB 1

10GiB +

5GiB 1

0 GiB

Settings

Foxclone

Backup | Resturel Clone Settings ‘ Abuutl

Settings

[ split backup files, file size | 2042 M

Reset to default

B

P> Return to contents (.S)

Version 0.42 k5.4.0-48, 03 Oct 2020

75. Compression — when selected, backup image files will be compressed and will
take the form *.img.gz. If de-selected the image files are not compressed and

take the form *.img.

76. Compression levels — are selectable in the range 1 to 9 where 1 is least
compression (quicker) and 9 is most compression (slower). Foxclone uses pigz
to compress image files. It is multi-threaded unlike gzip, so the more cores in
the CPU the faster it will be. During a backup you will see high CPU utilisation.

The default compression level has been set at 1. The following shows
performance in a number of scenarios with different compression levels.

Compression Level

22 August 2021

r 14mins

F 12 mins

F 10mins

8 mins

F 6mins

F 4 mins

F 2 mins

- 0 mins

i7-3632QM (quad core) backing up a Linux
Mint root partition from SSD to HDD
(5400rpm), both ends SATA3.

Compression achieves a /3 reduction in the
image file size.

Very similar results were obtained with an
external USB3 HDD (Samsung M3 portable).
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20GiB

15GiB +

10GiB +

5GiB 1

0GiB

25GiB

20GiB +

15GiB +

10GiB +

5GiB +

0GiB -

P Return to backup content

77.

in image file size.
I I I I B

P> Return to contents (.S)

8 mins

i5-3210M (dual core) backing up a Linux Mint
root partition from mSATA SSD to HDD
(5400rpm). Source is SATA2, destination is
SATA3. Image file size is reduced by %/3.

6 mins

4 mins

2 mins

_________________________________ 8 mins

i5-3210M (dual core) backing up a NTFS
emins  windows 10 partition (C:) from SSD to
HDD (5400rpm). Both ends are SATA3.

4 mins

Compression is achieving a 50% reduction

0 mins

Compression Level 6 GiB/min

Effective throughtput is 5 Gig/min
around 6 GiB/min with a

qguad core i7 and SATA3. 4 Gie/min
This drops to 5 GiB/min

—e—i7-36320M

with a dual core i5 and > G/min iouswis2

drops further to Bl

4 GiB/min with a SATA2 ™" 4 L s ,
interface. cmpressmn eve

Split files — unlikely to provide much benefit with modern filesystems, but
included for completeness. It provides the ability to split the backup image
files over several files against a defined maximum file size. FAT32 has a file
size limit of 4GB°. The file size limits on NTFS and ext4 partitions are such as to
be irrelevant.

When split files has been selected, the image files will take the

form *.img.000, *.img.001, etc.

When the destination for a backup is a fat32 partition, ‘split files’ is
automatically switched ON with a 2048MB file size. This is reset after the
backup.

22 August 2021

To be precise, 4GB less one byte, i.e. (232 - 1) bytes.
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78.

79.

P> Return to contents (.S)

What else is in the iso?

Accessories

Fox guide

This document.

File manager

by Accessories
@ Internet
B System Tools

I File Manager
P | ¥ Fox guide
'8, 1mage Viewer
.. PDF reader

| Preferences

& shutdown

The file manager is Thunar?®.

If a volume showing
in the Devices pane
is mounted by
clicking on it, it will
also appear on the

desktop. The

contents can also
be accessed by

double clicking on
the desktop icon.

22 August 2021

80.

Screenshot
|Z Text editor

ubuntu - File Manager — 0 X
File Edit View Go Help

@ 5 4 ﬂ‘ﬁfhomeiubuntui ¢
DEVICES | | Bl Desktop

[ File system
13 GB Volume
10 GB Volume
61 GB Volume
FoxClone a
mhome
mroot
Ultrabay
(=] 197 GB Volume
) 34 GB Volume
PLACES
i
Desktop
@ Trash
NETWORK
%= Browse Netwo...

»| 1item, Free space: 4.0 GB

If any files are saved in foxclone, they will be lost when the system is

rebooted. The file manager can be used to copy any files, e.g. screenshots or
error logs to your system so they are available after reboot. The panel on the
left shows all the devices (partitions) in the system. Click on any one to open.

Note that any partition with a label will display the label name, much more
useful than 61GB volume — where you have to open it to look at the contents

to figure out what it is.

10

Default in the XCFE desktop, https://docs.xfce.org/xfce/thunar/the-file-manager-window.
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Image viewer

81. Use to view any pictures, e.g. screenshots. It is easier to double click on an
image file in the file manager to view it.

PDF reader

82. The pdf reader is gpdfview and is used to display this document, the user
guide.
Screenshot

83. Screenshots can be taken with the keyboard shortcuts:
° — will take a screenshot of the whole screen.

. + — will take a screenshot of the active window. The

screenshot is automatically saved into /home/ubuntu.

P Return to troubleshooting Cancel

Screenshot

Take Screenshot

PrtScn W|” bring up a dialogue’ () Grab the whole screen
N () Grab the current window
click [Take Screenshot|and then

() select area to grab

tosave a Copy to Grab aftera delay of 0 + | seconds
/home/ubuntu.

Effects

[Jinclude pointer

b le
Help
Text editor
84. The text editor is mousepad.
*Untitled 1 - Mousepad =0 X

File Edit Search View Document Help

1 the quick brown fox jumped over the lazy do.
2
3 0r whatever you want.|
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Internet
1* Accessories
I ® Internet
{0f system Tools
Preferences
(® shutdown
Pale Moon

85. The web browser. The default home page is the foxclone website.

Foxclone backup, restore, and cloning utility - Pale Moon = {g]

‘Flle Edit View History Bookmarks Tools Help |

\ « ’ e . (ifoxdone com @ https://foxclone.com/ 'E l@' DuckDuckGo Q @

1.Foxclone backup, restore, and ... 3§ 1@1

Home Features  Legal Contact Downloads

Clone

Cl,one is a,Linux based i image’

‘ backu A estor dcl ne toolusing
a simple ppm cllckmterface

oted fr its' own linu sy"f'em it

s images of thepartitions ont™

you' hg dlsk (HDD) or solld-§tate

drive (SSP) and. storeL‘ them for later’

’restoratlon Image files can
optlonally fbe«compressed to save
T space.

| Done
=

You need to be connected to the internet. See Connecting to a network.
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System tools

1* Accessories
@ Internet

I £ System Tools

©

P Return to contents

12| Disks
L@ Disk Usage Analyser
11 File Recovery
#.) Foxclone

] GParted

4

& Preferences

— GSmartControl
) Hardware Info

>

Sh utdown

. Terminal

H 11
Disks
86. Full name gnome-disks, use to mount and modify partitions.
& 500 GBIQHar‘d Disk [0} = _ o %
) m‘;g%ﬁg:mossnmg Model TOSHIBA MQO1ABFO50 (AMOO3M)
\ 1.0 TB Hard Disk Size 500 GB (500107862016 bytes)
ST1000LMO48-2E7172 Partitioning Master Boot Record
\ &uzu?;g%r?gﬁvsnnmsuns Serial Number 2414STRQS
31 GB Drive Assessment Disk is OK (27° C/81° F)
='kioxIa TransMemory
500 GB Hard Disk TS
= TOSHIBA MQO1ABFOS0
\ 320 GB Hard Disk Extendzd Partiion
SABRENT SABRENT 25 GB
Filesystem | Flesystem Free Space Free Space
£376MB Loop Device S| e e
= jcdrom/casper/filesystem.squashfs it Filesystem Swap —
Partition 5 | Partition 6 | "y EE‘
13 GB Ext4 8.4 GB Swap| :
» » >
> - F
Size 607 MB (607125504 bytes)
Device jdev/sdfl
UUID 704E9D424E9D0250
Partition Type NTFS5/exFAT/HPFS
Contents NTFS — Not Mounted
See here for more information on using Disks.
11

22 August 2021

Installed by default in most Linux distributions.
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87.

Disk Usage Analyseri2

This provides a
graphical display of
file/space usage within
a partition. From the
initial screen select the
volume (partition) to be
analysed.

If a volume is not mounted, use
the file manager to mount it
(click on it in the devices pane)

22 August 2021
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Scan Folder... Devices & Locations - o x
. 10GB Volume 7.5 GB Available
e /mediajubuntu/ddca76e3-bc24-4b8d-9151-272c9013d3e8 10.3 GB Total

61 GB Volume
/mediajubuntu/D45CAB005CATDBEC

FoxClone

mhome

mroot

Ultrabay

38.1 GB Available
61.2 GB Total

Unmounted

uUnmounted

530.9 GB Available

Be warned — depending on the number of files and used space on a partition it
can take a long time to display. The screenshot is a windows 10 C: partition.

] <

Folder Size

v )] D4SCABDDSCA7DBSC 22.5GB 147788 items 10 months

» | Wwindows 10.6 GB
» [8___| Program Files 4.4GB
» [ | system Volume Information 2.3G8B
» | Users 942.9 MB
» |___ | ProgramData 548.6 MB
» [| program Files (x86) 452.7 MB
» | $Recycle.Bin 2.1m8B
» [ intel 16.4k8

[ perfLogs 0 bytes

[ Recovery 0 bytes

12

Contents

100785 items
37682 items
16 items
5355 items
2736 items
1194 items
11 items

5 items
1item

1item

61 GB Volume

Modified

10 months.
1year
11 months
1 year
1year
1 year
11 months
1year
1year

1year

Installed by default in most Linux distributions.
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File recovery

88. A terminal program, photorec, for ‘disaster recovery’ to recover deleted files
or lost data from a reformatted partition or corrupted file system.

Terminal

File Edit Vview Search Terminal Help
Utilit

=[Proceed ]jEEEITHR:

More information and a step-by-step guide can be found here:
https://www.cgsecurity.org/wiki/PhotoRec_Step_By_Step.

Gparted

89. The standard Linux partition utility. More information here.

GSmartControl

90. Atool for querying and controlling SMART (self-monitoring, analysis and
reporting technology) data on hard disks and solid state drives. It allows you
to inspect the drive’s SMART data to determine health as well as run various
tests on it.

More information:

https://www.Gsmartcontrol.sourceforge.io/home/index.php/About

Hardware Info EEEE

Fle View Help
, * & @ 4
91. A graphical front Up refresh Save qui
cpu » BIOS m
end for 1ShW —to 45N1023 L1 cache /8/¢c
. . System Memory » ‘
view various BIOS
[8086:154] o vendor: LENOVO
H version: GIETO4WW (2.54 )
hardware details scsi0 . e
scsitl N capacity: 11MiB
about the system. scsi2 .  Ralarrivg
Plug-and Play.
BIOS EEPROM can be upgraded,
BIOS shadowing,
Booting from CD-ROM/DVD, m
selectable boot path,
Enhanced Disk Drive extensions,
3.5" 720KE floppy.
Print Screen key,
18042 keyboard controller,
|1 I— INT14 serial line control, ]
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Terminal

92. gnome-terminal, for running terminal commands or running foxclone to get
debug info with foxclone --dump.

ubuntu@ubuntu ~

File Edit View Search Terminal Help
ubuntu@ubuntu

TestDisk

93. Aterminal program for data recovery. To quote “is powerful free data
recovery software! It was primarily designed to help recover lost partitions
and/or make non-booting disks bootable again when these symptoms are
caused by faulty software”.

Terminal

File Edit View Search Terminal Help

e recorded for late
testdisk.log , 1

tion and

[ Append ] Append 1nf
[ No Log ] Don't

More information and a step-by-step guide can be found here:
https://www.cgsecurity.org/wiki/TestDisk_Step_By_Step
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Preferences

Display

94. Use to change display resolution. PRI 12 s - O x

Layout View Outputs System ﬂelpl

As an alternative to running
Display, right click on the desktop.

Right click on the screen shown
(LVDS-1), select Resolution and
change as appropriate.

Useful if foxclone does not set the
screen to the native resolution or
if you want to reduce the
resolution to magnify the screen
to make it easier to read.

The display resolution can also be
changed by right clicking on the
desktop.

95. When finished Layout > Apply.
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Connecting to a network

96. Network status is shown by the icon bottom right of the screen:

H E BN

Not connected Connecting Wireless connected Wired connected
Default

97. To connect to a wired network simply plug in an ethernet cable. To connect to a
wireless network, click on the network icon:

P Return to desktop Frhemeieton

P Return to web browser Wi-Fi Networks

1. Click on _
P Return to contact us the network T 4
to connect !
5SID456 il
SSID789 ‘il
SSIDxyz ‘il
o Hidden Wi-F Network...
2. Click to set Create New Wi-Fi Network...
VPN Connections »

password [+ Enable Networking

[+ Enable wi-Fi

The network icon will change to connecting and if not secure will connect. If
connecting to a secure network, click on the network icon again and select
Edit Connections.

Select the wifi network.

MNetwork Connections - 0O X
Click the gear icon to set the password.
v Ethernet
Wired connection 1 19 minutes ago
- Wi-Fi Editing SSID456 -ox
5sID456 4 minutes ago Connection name: | SSID456
General  Wi-Fi @ Proxy  IPv4 Settings  IPv6 Settings
—_—
Security: WPA & WPA2 Personal -

rassword | 90000088 i
[ =word
+ —_—

Click on the Wi-Fi security tab.

Check the security protocol is
correct (normally WPA2).

Enter password.

Save cancel

Finally, click the network icon again and select the network you have just set
the password for and it will connect.
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Preparing and formatting drives

98. When you buy an external drive, e.g. an external USB HDD, it will come
formatted, normally fat32. There is no need to do anything unless you want to
reformat it to ntfs or ext4, just plug it in and use it.

99. If you buy an internal bare drive it will come unformatted. If you want to use
the new drive for an operating system, you don’t need to do anything, the
installer will format the drive for you. If you want to use it as a data drive you
will need to format it.

100. There are two Linux programs for formatting drives:

. gnome-disks. This is installed by default in most Linux systems and
normally appears as ‘Disks’ on the menu);

° gparted. The gnome partition editor, this is not normally installed, but
can be installed via the software manager or whatever software
installation tool is provided with your Linux distribution.

Formatting a drive with Disks

101. When you start Disks you are presented with this screen.

320 GB Hard Disk =
= [dev/sde o = - d X
P> Return to Disks 4008 Dick

NGSTON SA200537240G Model SABRENT SABRENT (0204)

1.0 TB Hard Disk Size 320 GB (320072933376 bytes)
STL000LMO48-2E7172 Serial Number DB9876543214E

/7,120 GB Disk

EAKH'\IGSTEN'\I SUV500M5120G Volumes

; . 31 GB Drive
=loxia TransMemory

BB, 320 GB Hard Disk
= SABRENT SABRENT

| , 575 MB Loop Device
fcdrom/casper/filesystem squashfs

Size 320 GB (320072933376 bytes)
Device [dev/sde

Contents  Unknown

On the left, the drives in your system are shown, on the right, the contents of
the selected drive. The gear icon provides options on what to do with the
contents. The screenshot shows a ‘new’ unformatted drive.
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P Return to backup
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102. A common mistake for newbies using Disks with a new drive is to click on the
gear icon and select format.

320 GB Hard Disk 1 -
a Idev/sde e - ° =
/7,240 GB Disk
KINGSTON SA400537240G Model SABRENT SABRENT (0204)
1.0 T8 Hard Disk Size 320 GB (320072933376 bytes)
ST1000LMO4E-2E7172 Serial Number DB9876543214E The Volume Name is the

/1,120 GB Disk
KINGSTON SUV500M5120G Volumes

partition label. It is
always a good idea to
add labels.

31 GB Drive
= kioxIA TransMemory

BB, 320 GB Hard Disk

5 SABRENT SABRENT

575 MB Loop Device

== jcdrom/casperifilesystem.squashfs

#

Format Partition... shift+ctrl+F

Cancel Format Volume Next

Volume Name | tesy

For example: “Angela’s Files” or “Backup”.

Erase OFF

Overwrites existing data, but takes longer.

Create Partition Image...
Restore Partition Image...
Benchmark Partition... Type () Internal disk for use with Linux systems only (Ext4)

Password protect volume (LUKS)

() For use with Windows (NTFS)
() For use with all systems and devices (FAT)

() other

The outcome is a partition on a drive with no partition table. If you try and
backup this partition with foxclone it will give you a warning. While not
necessarily bad, you will not be able to:

° Use the partition as a destination for Timeshift snapshots.
° Add more partitions.
103. The correct way to format the drive is to add a partition table and then add

partitions. Instead of clicking on the gear icon, click on the hamburger icon at
the top of the screen and select Format Disk.

a 320 GB Hard Disk G_ s x
dev/sde
N—r’

/7,240 GB Disk

b= (INGSTON SA2008372406 ] SAERENr CRERENT (R Format Disk... ctrl+F
— 1.0 TB Hard Disk Size 320 GB (320072933376 bytes)
——sTi000LM08-267272 Serial Number DB9876543214E Create Disk Image...
/71,120 GB Disk .
KINGSTON SUVS00MS120G Volumes Restore Disk Image...
- 31 GB Drive Benchmark Disk...

= kioxIa TransMemory

BB 320 GB Hard Disk
SABRENT SABRENT
575 MB Loop Device
== jedrom/casperfilesystem.squashfs

Standby

& Power Off...

Format Partition... shift+Ctrl+F

Create Partition Image...
Restore Partition Image...
Benchmark Partition...
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Two choices are provided:

Erase  Don't overwrite existing data (Quick) -

Partitioning | Compatible with all systems and devices (MBR / DOS) > | L Compatible Wlth a” SyStem (MBR), and

cancel Format... [ ] M Odern SyStemS (G PT)-

If in doubt, choose GPT and click . An overview of partition table types
is given here.

104. When finished, not much has changed, but you now have a |+ button and the
screen shows you now have a partition table.

= 320 Gge:i?:lr:l Disk [0}

‘ m
1
o
x

% 240 GB Disk
== KINGSTON 5A400537240G

/% 1.0 TB Hard Disk
== 5T1000LM048-267172

/% 120 GB Disk
KINGSTON SUV500MS120G

Model SABRENT SABRENT (0204)
i i 0072933376 bytes)

Partitioning Master Boot Record

Serial NO

\ 31 GB Drive Volumes
== kioxiA TransMemary

- 320 GB Hard
SABRENT SABRENT
), 575 MB Loop Device
== Jcdrom/casperffilesystem.squashfs

Size 320 GB (320072933376 bytes)
Device Jdevjsde

Contents Unallocated Space

Click [+] to add partitions — you can now have more than one partition and set
the size of each partition. Here | have created two partitions, one ntfs and the
other ext4 with the labels TestPart1 and TestPart2. The display is also now
showing information about the selected partition.

320 GB Hard Disk ) —
a Jdevisde el - °
/7,240 GB Disk
) Sy OM Sra00537240G Model SABRENT SABRENT (0204)
\ 1.0 TB Hard Disk Size 320 GB (320072933376 bytes)
HSTlU(]UU"IU‘H!—EE?’I?E

Partitioning Master Boot Record
/1,120 GB Disk
(INGSTON SUVS00M5120G Serial Number DB9876543214E
¥ , 31 GB Drive
= kiox1A TransMemory
l 320 GB Hard Disk
SABRENT SABRENT
, 575 MB Loop Device TestPartl
= Jcdrom/casper/filesystem squashfs

Volumes

120 GB NTFS

LR ]

Size 200 GB (200071446528 bytes)
Device fdevjsde2
UUID 5ddfodaé-c914-4adc-8d0c-510c9589978b
Partition Type Linux
Contents Ext4 (version 1.0) — Not Mounted
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Formatting a drive with gparted

105. This is the same un-formatted drive used in the Disks example. Now when |
try to create a partition on it (by right clicking in the unallocated area and
selecting new), gparted gives me an error message. The drive is selected from
the ‘drop down’ top right.

/dev/sde - GParted - aox
GParted Edit View Device Partition Help
P Return to gparted = = - —
(7 8 & i 9 of < Jdev/sde (298.09 GIB)
New Delete | Resize/Move | Copy Undo  Apply
unallocated
298.09 GIB
Partition ‘File System ‘ Size | Used | Unused | Flags

No partition table found on device /dev/sde

< § A partition table is required before partitions can be added.
To create a new partition table choose the menu item:
Device --> Create Partition Table.

\D operations pending

106. To create a partition table, on the menu select Device > Create Partition
Table. Select the partition table type (msdos = legacy = mbr, or gpt) and click

Apply|. More on partition tables here.

107. To add a new partition, right click in the unallocated area and select new.

Create new Partition = . x
Minimum size: 1 MiB Maximum size: 305244 MiB
Free space preceding (MiB): >|  Create as: Primary Partition S |
New size (MiB): 305244 [J|  partition name: |
Free space following (MiB): |0 2| Fle system: extd = |
Align to: MiB +| Label: |Test|abe||
%gancel +Add ‘

108. The size can set by either entering the numbers or dragging the handles at the
top, then click [tAdd. Do not change the value shown for Free space
preceding for the first partition on an MBR drive'3. Don’t forget to add a label.

13 IF an operating system is going to be installed, the second stage bootloader (grub for Linux)

hides in the space between the end of the partition table and start of the first partition.
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109. Add as many partitions as required. At the bottom of the screen gparted will

show a list of tasks to

/dev/sde - GParted - 0Xx
GParted Edit View Device Partition Help
‘j @ wpl C J [} idevisde (208.09 Gig) =
New Delete | Resize/Move | Copy Paste Undo Apply
New Partition #1 unallocated
190.78 GiB 107.31 GiB
Partition |Fi|e System |Labe| | size | used | uUnused | Flags

New Partition #1

unallocated

Testlabel

. extd
| unallocated

190.78 GiB
107.31 GiB = =

<@naw Partition #1 (ext4, 190.78 GiB) on /dev/sde

1 operation pending

%

gparted will not make any changes to the drive until you select Edit > Apply

All Operations from

the menu.

110. The outcome is shown below, the panel on the left can be displayed from
View > Device Information on the menu.

/dev/sde - GParted

GParted Edit View

Device Partition Help

] i =4 @ [El idevisde (298.00 GiB) v
New Delete | Resize/Move Copy Paste Undo  Apply
jdevjsdel unallocated
190.78 GiB 107.31 GiB
Device Information Partition |Fi|e System |Labe| | Size | Used | Unused |F|ags

Model: SABRENT

Size: 298.09 GiB

Serial: TA9B113VG25AZP

jdev/sdel

unallocated [ unallocated

Testlabel 190.78 GiB 4.05 GiB 186.73 GiB

. extd

107.31 GiB = =

Path:

Jdev/sde

Partition table:
Heads:
Sectors/track:
Cylinders:

msdos
255
63
38913

625
512

Total sectors:
Sector size:

142448

0 operations pending

2

111. One ‘issue’ with gparted is that if you create an ext4 partition with it, the
partition will be owned by root, so you won’t have write access. To fix this,
boot your system as normal, mount the partition (in your file manager click on
it — it should be showing in the panel on the left under devices) and in a

terminal:

sudo chown $USER:$USER /media/you/mylabel

replacing you with your username and mylabel with the label you gave it when
you created the partition'4. This changes ownership from root to you.

14 If you didn’t give the partition a label it will mount using the UUID, something like
/media/you/ddc976e3-bc24-4b8d-9151-a72c9013d3e8 = not user friendly.
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112. gparted can be found on the menu under system tools. It is the standard
Linux partition editor. The screenshot shows the results of cloning a 240GB
P Return to clone drive to a 320GB drive®®. The drive is selected from the ‘drop-down’ top right.

P Un-allocated space /dev/sdf - GParted
GParted Edit View Device Partition Help

L] f ' 9 : ( [C) /devysdf  (298.09 GiB)
New Delete | Resize/Move Copy P Undo Apply
Jdev/sdfl Jdev/sdf2 unallocated
31.66 GIB 183.37 GIB 75.61 GIB
Device Information Partition |Fi|e System | Size | Used | Unused | Flags |
[Irizl SaEE devisdfl.  [llexts 31.66GiB  1849GiB  13.17 GiB boot
Serial: TA9B113VG25A7P
Size: 208.09 GIiB jdev/sdf2 . extd 183.37 GIB 130.82 GIB 52.55 GIB
Path:  /dev/sdf idevysdfs [l linux-swap 7.45 GiB 0.00 B 7.45 GiB
T(,) see this pane, ﬁrtition table: msdos unallocated | unallocated 75.61 GiB — —
view > device Heads: 255
information CrEiSfisEE
Cylinders: 38913
Total sectors: 625142448
Sector size: 512

|l) operations pending

113. The drive is a Linux mint install with three partitions, two ext4 (/ and /home)
and a swap partition. To use the unallocated space, either:

° The swap partition (sdf3) must be moved to the right.

° The /home partition (sdf2) needs to be re-sized.
Or a new partition needs to be created in the unallocated space.

114. To resize or move an existing partition, right click on it and select
Resize/Move. Click & drag on the partition to move it or click & drag on the

right arrow to grow it, or enter the numbers. Click on to finish.

Click & drag Minimum size: 1 MiB Maximum size: 85050 MiB

to move. Free space preceding (MiB): | =
New size (MiB): 7629 S
Free space following (MiB): |77421 =

Align to: MiB >

%gancel | =

Click & drag
to re-size

Resize/Move

1 Note gparted shows sizes and usage in GiB, not GB, where 1GiB = 1.074 GB,
https://www.gbmb.org/gib-to-gb
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115. When finished, Edit > Appy All Operations.

/dev/sdf - GParted = 4
GParted !iew Device Partition Help

2 Qﬁ ,rdewsdf (298.09 GiB)| v
ndo  Apply

Jdev/sdfl Jdev/sdf2
31.66 GiB 258.97 GIB
Device Information ! | partition |Fi|e System | Size | Used | Unused | Flags
ITizE ShEED jdevisdfl [l exta 3166 GIB  18.49GiB  13.17 GiB boot
Serial: TA9B113VG25AZF
Size: 298.09 GiB Jdev/sdf2 . extd 258.97 GIB 130.82 GIiB 128.16 GiB
Path:  /dev/sdf | unallocated [Ml unallocated 1.00 MiB
partition table: msdos /devisdfs [l linux-swap 7.45 GIiB 0.00 B 7.45 GIiB
Heads: 255
Sectorsftrack: 63
Cylinders: 38913
Changes to be Total sectors: 6251424 ||
. [ [
applied \ ,,,,,,,
Move /dev/sdf3 to the right and grow it from 7.45 GiB to 7.45 GiB
QGmw Jdev/sdf2 from 183.37 GiB to 258.97 GiB
2 operations pending Y
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Partition tables

A partition table sits at the beginning of a drive and tells the operating system:
° How many partitions.
° Where they are (start and finish, hence size as well).

. The filesystems on the partitions, e.g. ntfs or ext4.

There are a number of different partition table types, but for practical
purposes only two need to be considered — MBR and GPT. The choice of
partition table type is driven by a number of factors, but mainly how the
computer will boot —in legacy mode or UEFI mode.

MBR partition tables

Also known as legacy or msdos. As the name implies, the original standard for
partition tables'®. The partition table lives in the first sector (512 bytes) on the
drive, so not a lot of space considering that some boot code has to fit in there
as well.

The original characteristics of a legacy partition table were:

. A maximum of four partitions.

. A maximum partition size of 2TiB.

° A maximum file size of 2TiB.

The limit on the number of partitions was a constraint and in 1986 a kludge
was introduced — the extended partition. The extended partition is just a

pointer in the partition table that points at another partition table that
contains ‘logical’ partitions. So today a legacy partition table has:

° A maximum of four primary partitions or three primary partitions and
one extended partition.

° An extended partition contains logical partitions.
° A maximum partition size of 2TiB.

° A maximum file size of 2TiB.

A takeaway from this is that if you have a drive larger than 2TiB (quite
common now), you must format it with a GPT partition table.

16

17

Defined in 1983, so it is a miracle that it is still in use today. At the time a typical hard drive
was 5MB or 10MB, enormous, that is, if you could afford one.
With a 512 byte sector size, by changing the sector size, e.g. to 4096 bytes, larger partitions
could be used.
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119. The screenshot (gparted) shows a dual boot drive with Windows and Linux.

/dev/sdf - GParted

GParted Edit View Device Partition Help

- 0X

— 4 . evfs . iB)| »
B { @ jdev/sdf (465.76 GiB)
New Resize/Move Copy Pz Undo

Jdev/sdf2 unallocated

57.00 GiB 374.99 GiB
Device Information Partition |Fi|e System  [Label Size Used Unused |Flags
Model: TOSHIBA MQOIABFO | c4r nifs Systern Reserved 579.00 MiB 404.78 MiB 174.22 MiB
Serial: 2414STRQS
Size: 465.76 GIB (dev/sdf2 ntfs 57.00 GiB 21.55GiB 35.44 GiB
Path: /dev/sdf Jdev/sdf3 W exta 9.77GiB  2.82GiB  6.94 GiB boot
partition table: msdos ‘ unallocated unallocated 1.77 MiB
Heads: 255 i¥ jdev/sdf4 extended 23.44 GiB
Sectorsftrack: &3 H d df . . .

2 5 t4 11.72 GiIB 320.20 MiB 11.41 GIB
Cylinders: 60801 [devis M ex ! ! !
Total sectors: 976773168 /devisdfe M linux-swap 7.81 GIiB 0.00B 7.81GiB
SEIITT SR g unallocated unzllocated 3.90 GiB

unallocated

M unallocated

374.99 GiB

[ [ [4]

2]

‘D operations pending

Windows has used up two of the primary partitions (sdfl & sdf2), leaving only
two primary partitions for Linux. But in this setup, Linux wants three
partitions — a / partition, a /home partition and a swap partition, so:

° The third primary partition is used for / (sdf3).

. An extended partition has been created, and

. The /home and swap partitions are logical partitions (sdf5 & sdf6) inside

the extended partition.

Not particularly tidy! Note logical partitions will always start at sdX5
irrespective of the number of primary partitions you have.

120.

One thing to note with the latest ubiquity installer (used in Linux Mint 20 and

a number of other ‘buntus). An automatic ‘erase and install’ option in legacy
mode will create a primary fat32 partition (of no use to anyone) and then put
everything else in an extended partition. This is a good reason for pre-
partitioning your drive with gparted and using the ‘something else’ option

during install.

121. Thisis a useful Wikipedia article on legacy partition tables.
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GPT partition tables

Also known as a GUID?®® partition table, a GPT partition table fixes the
shortcomings of the legacy partition table. To do this, it is bigger, a legacy
partition table is 1 sector at the start of the drive, a GPT partition table
occupies the first 34 sectors. The characteristics of a GPT partition table are:

° A maximum of 128 primary partitions, plenty enough for everyone and
no need to mess around with extended partitions.

° A maximum drive size of 8ZiB. That is 8,388,608TiB (I had to look it up).
It will be a while before we hit this limit.

For practical purposes, maximum file sizes are so large as to no longer be a
concern. There is one exception, fat32, with a maximum file size of 4GB*°.

A further advantage of a GPT partition table is that there is a backup copy
stored at the end of the drive. If the primary partition table at the start of the
drive gets corrupted, it can be fixed. With a legacy partition table, if it gets
corrupted, that’s it, you’ve lost the contents of the drive.

Another feature of a GPT partition table is that it will allow you to assign a
name to a partition in addition to a label. I've yet to find a use for the partition
name.

Another Wikipedia article, this time on GPT partition tables.

18
19

Globally Unique IDentifiers.
Which is why foxclone automatically switches on file splitting when backing up to a fat32
partition.
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Bootloaders and boot modes

126. The two types of partition table are associated with two different boot
modes:

° MBR/msdos/legacy drives boot, unsurprisingly, in legacy mode.

. GPT drives boot in UEFIZ° mode.

It is possible to boot in UEFI mode from a legacy drive or boot legacy on a GPT
drive, but that’s outside the scope of this guide.

127. With legacy mode, the boot list in BIOS points at the boot drive, typically
defined as HDDO, HDD1 and so on. BIOS then looks on that drive for the initial
boot code which shares the first sector with the partition table. Not much
space there, so this points at the second stage bootloader (for Linux this is
normally grub). This ‘hides’ in the space between the end of the partition
table and start of the first partition. This in turn, in Linux, points at /boot in
your boot partition (normally / unless you have a separate /boot partition).

128. UEFI is the modern standard and just about every computer since about 2008
will support UEFI boot. If your computer came with Windows 10 installed it
will almost certainly be UEFI boot. If Windows 7, then probably legacy boot.

129. In UEFI, BIOS is more intelligent and looks for a special EFI partition on the
drive and executes the programs in it. Instead of the boot entries in BIOS
being specified by drive, e.g. HDDo, they are specified by the operating system,
so you will see entries like ubuntu or windows boot loader. In the EFI partition
is an EFl folder and inside that folders for each operating system. This is the
contents of the EFl folder on a dual boot system, Windows with Linux Mint.

EFI - File Manager - 0O x
File Edit View Go Help

& & 4 F @ /media/ubuntu/5209-036A/EFL/ [
DEVICES — | Name = ‘Size |Type |Date Modified ‘
[ File System fi Boot 1.0 kB folder 11/09/19
[15209-036A 4 | ||{E3 Microsoft 1.0 kB folder 11/09/19
PLACES i 1.0 kB folder 11/09/19
i ubuntu
Desktop | "ubuntu” folder
20 Unified Extensible Firmware Interface.
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130. This is what the drive looks like in gparted. It is dual boot, Windows 10 and
Linux Mint.

fdev/sda - GParted -0 X

GParted Edit View Device Partition Help

@ 9 o [E) rdevisda (22357 GiB)
alete | Resize/Move Copy Paste Undo Apply
ﬂ" Jdev/jsdad D unallocated
37.40 GiB 143.55 GiB
Partition |Name |Fi|e System |Label | Size Used Unused Flags
Jdev/sdal Basic data partition ntfs Recovery 529.00 MiB 386.21 MiB 142.79 MiB hidden, diag
jdev/sda2 EFI system partition M fat32 100.00 MiB  34.86 MiB  65.14 MiB boot, esp
jdev/sda3 & Microsoft reserved partition [l unknown 16.00 MiB --- msftres
Jdev/sdad Basic data partition nifs 37.40GIB  15.19GiB  22.21 GiB msftdata
Jdev/sdas . extd root 14.65 GIB 6.13 GIB 8.52 GIB
jdev/sdaé . extd home 19.53 GiB 3.53GiB  16.00 GiB
jdev/sda7 M linux-swap 7.81 GIiB 0.00B 7.81 GIiB
unallocated | unallocated 143.55 GiB = =
0 operations pending Y

° Compared to the gparted screenshot of a legacy drive you can see an
additional column for the partition name.

° There is no extended partition — no need.

° The EFI partition is sda2, it’s not very big (doesn’t need to be) but it
must be formatted fat32 and must have the flags boot & esp set (this is
what tells BIOS that it is the EFI partition).

131. What type of partition table should | use?
. If in doubt use GPT.
. If your drive is larger than 2TiB you must use GPT.

° If you want to dual boot Linux with windows and you are putting Linux
on a separate drive, format the second drive the same as the first. So if
windows is booting in legacy mode, format the second drive legacy and
install Linux in legacy mode. If windows is booting in UEFI mode, format
the second drive GPT and install Linux in UEFI mode.
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Known issues

° Confusion between MB/GB and MiB/GIB resulting in inconsistent
partition/drive sizes being reported in different windows.

° Hints will appear when the mouse hovers over objects such as buttons
and checkboxes. This has not been implemented for all objects.

e  Thetab order has not been set up on all windows. Pressing the key
will move around the objects in a window, but not necessarily in a

sensible order. Generally, the key will cancel and is OK.

° The iso — time/date displays may not match your locale — locales have
not been set up. This may also result in incorrect keyboard layouts.

° The iso — time may not reflect your location or daylight savings settings.
The iso is locked to the PC’s hardware clock.

° Foxclone will not recognise or save a backup to a partition formatted
exfat.
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Troubleshooting

132. Run into problems? Provide as much information as possible to assist fault
finding.

Take a screenshot

133. If it will help troubleshooting take a screenshot. Press or it can be

found on the Menu > Accessories. Save the file and then use the file manager
to copy the screenshot file to one of your drives so it will still be there after
you reboot.

Run foxclone in a terminal

134. If the problem with foxclone is repeatable, then run foxclone from a terminal
with either -dump or -d. It will dump output to the terminal which will aid in
identifying the problem.

ubuntu@ubuntu: ~

File Edit View Search Terminal Help

tor (user "root"), use "sudo <command>".

foxclone --dump

or

THaintm.Create

foxclone -d

135. To save the terminal output copy/paste from the terminal into the text editor
and then File > Save. Then use the file manager to copy the file to one of
your drives so it will still be there after you reboot.

To contact us

136. Email help@foxclone.com with any screenshots and/or text files with foxclone
output. The more information describing the problem, the easier it is for us —
help us to help you.

137. Or, connect to the internet, click contact on the website and fill in the on-line
form. Provide a description of the problem and copy/paste the terminal
output from foxclone -dump.
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How does it work?

Foxclone is a front end for partclone, a terminal utility that backs up and
restores a variety of partition types to/from image files
(https://www.partclone.org). In addition to partclone, foxclone also uses:

° blkid —to get partition labels. Also to determine the UUID of swap
partitions so that when cloned, a swap partition has the same UUID and
Linux will not hang for 90 seconds trying to find the wrong swap
partition.

° blockdev —to get the size of a drive in blocks.

° cmp —on restore to compare partition tables to determine if changed.
° dd —to copy and restore grub on a legacy drive.

° df — to determine the number on used 1k blocks in a partition

° grep — to filter output from other terminal commands.

° hdparm —to get the serial number of a sata drive.

° killall —to kill partclone when a backup is cancelled.

. mkdir —make a folder.

° mkswap — restore or clone a swap partition.

° mount — mount a partition.

° nvme —to get the serial number of a NVME drive.

° os-prober — search for installed operating systems.

° partclone — backup and restore partitions.

. parted — get information on the drives and partitions in the system.

) partprobe — to force the kernel to re-read the partition table after a
change.

° pigz —a multi-threaded alternative to gzip. Used to compress and
decompress image files.

° pkexec —together with a set of defined policies allows foxclone to run
with root privileges.

. rmdir —remove a folder.

° sfdisk — backup and restore partition tables.
) swapon & swapoff —to turn swap on and off.
° umount —unmount a partition.

° uname — get the kernel version running in the I1SO.
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PReumtorestore  \f@rsion History

V46 Fixes two bugs saving grub (the bootloader) in a backup:

e  With spaces in either the folder or filename a grub file
would not be saved.

e On alarge drive with the last partition starting at about
1TB or greater, a grub file would not be saved.

These bugs are only relevant to a backup of a drive booting in

legacy mode. When booting in UEFI mode, grub (the
bootloader) is stored in the EFI partition.

V45 Fixes a self-inflicted error restoring from a backup of a pcie
NVME drive.
Va4 In foxclone:

e Verify tab added with the ability to check image files.

e Log button added on most progress windows providing
the ability to view logs generated in a restore or clone.

e  Bug fix — previously an attempt to clone from an NVME
pcie drive (or backup of an NVME pcie drive) to a sata
drive would fail, now fixed.

e  Bug fix — a backup or restore started shortly before
midnight and continuing past will now display the correct
time to completion.

In the I1SO:

e The build scripts have been completely re-written. The
outcome is largely unchanged from the previous version.

V42 In foxclone:

° The warning message that foxclone can’t find a serial
number has been removed (usually applies to USB sticks
—adding no value).

° Treatment of drive with no partition table, but a valid
filesystem has been changed. Previously foxclone
ignored the drive. Now it will allow it as a backup
destination but will not allow it as a source.

° Partition information displayed in list/checkboxes has
been changed.

° Default compression level changed to 1. Slightly faster
with slightly larger backup files.

° Minor bug fixes.

° Significant update to the user guide.

In the ISO:

° Thunar replaces pcmanfm as the file manager.

° gpdfview replaces evince as the PDF viewer (user guide).
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° Networking enabled.

o Pale Moon added as a web browser for access to the
foxclone website.

V40

In previous versions, a restore identifies the drive to restore
using the model name (as returned by parted). This may cause
a problem in systems with two identical drives. A backup taken
with V40 now records the drive model name and serial
number.

V39

Foxclone was hanging on a restore from a backup where the
backup files were split. Bug fixed.

V38

In V37 cloning to a 2TB drive was reporting not enough space
due to use of 32 bit integer functions. Changed to 64 bit
functions and problem fixed.

V37

Where the backup destination is on a fat32 partition,
automatically switches on ‘split files’” with a file size of 2048MB
to avoid breaching the 4GB file size limit on a fat32 partition.

V36

Checks for any MS reserved partitions and sets the filesystem
to unknown. V35 was incorrectly identifying an MS reserved
partition as ext4 on a GPT format PCIE NVME drive.

V35

On a restore checks to see if the mount point for a drive has
changed since the backup, e.g. from sdc to sdd. If changed asks
the user if they want to continue the restore using the new
mount point.

V34

Stops the user trying to backup or clone to/from the foxclone
boot drive. Allows for more than 9 partitions on a drive (why
would you want to do this?).

V33

Runs foxclone as root — users were having problems saving
backups to partitions they had created on external drives and
were owned by root. Bug fixes for NVME drives. Default mount
point in foxclone changed from /media/foxclone to
/mnt/foxclone. In LM19.3 was causing problems with the file
manager trying to auto open partitions mounted in /media.

V32

Checks for ownership of the backup destination and rereads
the system after a restore or clone. Minor internal changes.

V31

Bug fix to handle bios_grub partitions, found after testing with
hybrid UEFI/legacy installs.

V30

Identifies drives with a valid filesystem but no partition table
(gnome-disks allows you to do this) — not good practice. A
warning is flagged up and the drive is ignored.

V25

Initial beta issue for testing.
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The legal stuff
Copyright © 2019 - 2021 Andy Hardwick.

The program, foxclone, is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by the Free
Software Foundation; either version 2 of the License, or (at your option) any
later version.

This code is distributed in the hope that it will be useful, but WITHOUT ANY
WARRANTY; without even the implied warranty of MERCHANTABILITY or
FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public License
for more details.

A copy of the GNU General Public License is available on the World Wide Web
at

http://www.gnu.org/copyleft/gpl.html.

You can also obtain it by writing to the Free Software Foundation, Inc., 51
Franklin Street - Fifth Floor, Boston, MA 02110-1335, USA.

If you are running foxclone from the ISO, other software in the ISO is subject
to its own licensing terms, specifically Pale Moon (the web browser) is
licenced for use under the Mozilla Public License 2.0 (MPL 2). Licencing for
individual software packages in the ISO can be found in
/usr/share/doc/packagename/copyright.
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